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1. CurrenfResearch
1.1 Current Status of ther@pto-asset Market
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As of November 13, 2021, the overall market value of cryptocurrencies has exceeded 2.8 Billaiats.
After the market began to skyrocket in April 2020, the overall market vainained relatively high
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BTC accounted for the highest proportion among thesaching 43.03%, while ETH reached 19.45%. Both
accounted for more than 60% of the overall market. It can be seen that the market share of various
currencies in the cryptocurrency field has always been relatively stable.
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Due tothe fluctuations inthe market sentiment, the overall trading volume of the cryptocurrency market
fluctuates greatly. It can be seem the graphthat the market volume reached a peak between May and
June 2020.
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It can beobservedthat the trading hotspots in the market are still on both BTC and ETH.

As the nexdgeneration Internet, Web® is expected to provide solutions to the problems faced by Web2.

In the Web2 era, the business model relies on the establishment of proprietary and closed protocols on
top of the open protocols of the Internet. Several of these companies are now the nabsible
companies irthe history. Althoughwe use then for free, we have to setiza Sdsf. #nd the model of
opaque code gives trust. The WebZra is similar to WehD, an opensource protocol, butit is
collectively owned bycrypto-economics that isndependert of traditional organizationgnd the code is
implementedas perregulations. Web® values opersource software. Us€r awnership of dataand
unlicensed access need to createhared identity and sense abllaboration.

Web1 Web2 Web3

Thanks to the rise of blockchain technology, Web3 can finally become a reality. Decentralized solutions
are increasingly taking advantage of the competition wireitional Internet services; e of them is
decentralized search engines.



We often have this experience that & centralized search enginghen you visita website, you will see

the companys advertisement whilg/ou open another application. The centralized search engine uses

some tracking means (suthd 0221 A Sa0 erdnal@atd, 4nd B thidldats thliaRe aldrofit.
Centralized search engines provide users with great value. Howmrdralized search engines can make
recordprofil & SOSNE &SI NJ o6& (dNHa@l Ay3 | yR KIFNBSadAy3 dzaS

To solve the above problems, alternative search engines like DuckDuckGo have appeared on the market
to provide users with more privacy protection. Howewaren thouglthese solutions are becoming more
and more popular with consumers, they still operate on a centralized basis.

The ckcentralized search engine is a solution base®lookchainits purpose is to solve the problem of
acentralized search engine.

Decentralized search engines awt collect people's data without their permission (or fordem to
agree to the terms and conditiohand protect users' privacy. As a result, searches can remain private
without the need for service providers to track users R G I | y Rto thindpaftyaadverdiserd. K | (

At the same time, by using blockchain technology, decentralized search engines can provide users with a
transparent and censorshigesistant experience, and anyone cahis technology without any
restrictions.

In addition, although decentralized search engines collect sdat@, the most of these data are
information that helps developers improve performance (such as location, search time, language
settings), but this information isncrypted and stored where community members maintain the network
(Miner or verifier) computer.

Another major feature of decentralized searehgineis that they have no middlemen, which means
advertisers can get more value. Blockchain projects that connect advertisers and consumers often provide
incentives for users to cooperate with companies.

2. Introduction to Qitchain Network

Bitcoin has come to the forefront of history through the Nakamoto Consensus, known as Asynchronous
Proof of Work POW. The Bitcoin network system also brings you the longest chain proof, UTXO model,
and other interesting features. It hasiccessfully realized the simulation of the cash payment system.

However, in the early days, there were not many people who were optimistic about this project. One of
the main reasons was that its consensus mechanism used the longest chain to prove that it did not
syrchronize the transfer results arehsure that the wouldnot go wrong. There will be a situation in this
logic the nodes in the system can collectively do bad things so that the correct transactions are not
packaged. Although the asynchronous model is more suitablth&itransaction steps, it avoidslot of
communication in the network and at the extreme circumstances, for instamben the bad guys in the
system account for the majority, the system becomes an ineffective system. This is also the 51% double
spending attack that everyone often mentionkeder, which does not conform to the spirit of the financial
system.



As time goes by, due to the increasing number of system participants, the difficulty of generating blocks
continues to increase, the cost of doing evil has increased significantly, and the system has become more
stable. At this timepeople began to recognize this new type of cryptocurrency. After years of increasing
difficulty, it becomes very difficult to do evil, and the system gradually tends to be safe and stable. At this
time, many new types of cryptocurrencies were createdhia form of altcoins, ath they were often
attacked by 51% doublspending due tolte monopoly of computing power.

Satoshi Nakamoto isot a technological radical. thoses quite mature technology to complete a secure

and reliable peeto-peer cash system. For example, the SHA256 algorithm used in the Satoshi Nakamoto
consensus was designed by the NSA (United States Security Agency). Security and credibility have been
effectively verified, indicating that the current ASIC (Applicatspecific Integrated Circuit) and power
monopoly issues may not be considered in the initial design, but it was designed for the ultieditality

and securityeven at the expense of the original higfficiency transaction concurrency of the Internet.

When resources are being used to produce blpeksl the cost is gradually increasing, cryptocurrency
enthusiasts have beguo devote themselves to findlternatives with lower poweconsumptionmainly

divided intolower cost to obtainprofits and more general componentization. Among them, Ethereum

and Monero are all producet resistASICs. They hope to maintain a relatively low block production cost
and make it a cryptocurrencgontrolled by ASIC chips for mining biitere are still issuesn
cryptocurrencies. After that, once the market value reachike scope of ASIC phinvestment, ASIC
developersstill find ways to design these encryption algorithms that are mining through calculations into
mining machines. Another wethown cryptocurrency, Lit®in, alsouses the Scrypt algorithm to counter
ASICs. However, ASIC developers soon optimized the mining machine algorithm, forming a monopoly on
equipment and computing power, resulting in huge energy consumption.

The dependence on electricity and the threshold of mining farms make mintognpetitionfor a few
people.

The Qitchain Network is a mastéhat can achieve lower energy consumption and facilitate the
participation of miners' selnade common component&hile maintaining a relatively high degree of
complexityto ensure the stability of the system. The CPoC consensus used by Qitchain Network is a much
decentralized consensus algorithm. Compared with the waste of resources causdVigyCPoC will

open up a new era based on hard disk capacity proof. CPoC uses hard drives as the main carrier of
consensus, allowingrdinary people to participate in the consensiisough their computers. Thus, it

allows everyone tgarticipate in the path of decentralized innovation.

Qitchain Network also inherits some of the fine traditions of Bitcoin because Bitcoin is a system that serves
most participants at the beginning of its desighat is, each participant caplay a role in thinking,
supporting,or even subverting the syster@PoGnherits this kind of openness and inclusiveness. With a
more peoplefriendly consensus on hard drive capac@®poan further promotecryptocurrencyto the

public's perspective, allowing more people to participate in the ecological constructitire @itchain
Network.

2.2.1 The Centralization of Computingarer
The main reason why Bitcoin can be used as a successful cryptocurrency is that its computing power is
maintained in a relatively high range. In 2017, the total computing power of the Bitcoin network was
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4400P, and the dailgutput of Bitcoin was 1,800. On average, the BTC nmpeedP is 0.4and now mining
machine manufacturers can affect the price of BTC by adjusting the price of mining machines. In other
words, as the expectations of cryptocurrency participants increase, everyone is willing to use machines
with higher computing power to pduce cryptocurrencies. The top four Bitcoin mining institutions
account for approximately 53% of the mining share; in the Ethereum system, the concentration is higher
The top three miningnstitutions accounfor 61% of the mining share. In addition, 56% of Bitcoin mining
software and 28% of Ethereum mining software worldwide are concentrated in data centers, showing
that Bitcoin's operations are more corporate.

Pool Distribution wy ¥

Qitchain Network uses hard disk storage space to break up the centralized computing power, thereby
avoiding the occurrence of monopoly. Qitchain Network writes the results of each collision to the hard
disk through precalculation and reconstructs the calation in this way. As long asethard disk is large
enough, theenough tesponsé are installed Any cryptocurrency enthusiast can participate in the
production process of block production, and there is no need to repeat a large number of calculations.
Qitchain Network solves the problem of centralization of computing pdtverugh space for time.

2.2.2Centralizatiorof Meta Assets

We define the original assets as the native assets of the blockchain system, SBFC as
for Bitcoinand ETHor Ethereum Later, someone began to design the use of madaets as a means of
production for mining, and proposed a PoS (Proof of Staking) consensus mechadist® series such
asDPoSariant, trying in this way to solve ti@oWenergy conemption and hardware consensusst
issues But, we can see that the consensus mechanism of this system often sacrifices a lot of
decentralization. For exapte, EOShas only21"miners" Although the Polkadot of cash has a variable
validator setwhoeverowns more metaassets and supporters has a say in this chain. Participants who
have fewer of both cannot even get the power to produce blotk& near failure dEOSalso proveshat

there are major problems with this approach.

TheCPoConsensus mechanism @Qftchain Networkuses hard disk resources as credentials. Every
participant has the opportunity to become a block producer, ensuring a high degree of decentralization
and fairness.



2.2.3EnergyonsumptionProblem
As the computing power of thBitcoin network continues to rise, tfeROWconsensus wastes a lot of
electricity in thework process

Hashrate Curve Alv ¥

Inthe consensus process of tigtchainNetwork, miners only need to retrieve the existing data in the
hard disk for a short time according to the network requirements, and the system remains idle for the rest
of the time. The consensus model ensures the low power consumption of the system.

2.2.41ncentiveDesignissues offraditionalPoCOonsensudlockchainSystem

In Qitchain Network before peoplebegan to explore thePoChlockchain consensus, ti#®14birth of

the Burstwas the first basedPoCconsensus system of BlockchainBurstquicklypromoted

the PoCconsensus algorithm and has many supporters, but at the same time exposed
somePoCconsensus algorithm problems.

At the beginning of the desigBurstdid not have appropriate incentives. Most of the currency was mined
by miners who joinedat a very low cost in the early stag@/ith the team's promotion participants
who enteredBurstin thelater periodlacked sufficient monetary rewards. Tharticipants' enthusiasm
was greatly reduced so that tHgoCcryptocurrencyslowly came out of people’s field of vision.

Qitchain Networkuses a dual incentive method when designing incentiviising can be carried out
conditionally or unconditionafl to adjust the income of each participaQitchain Networladopts a
conditional approach to ensure the continuous development of the chain and the introduction of new
miners, to maintain the longerm positive development of the community.



3. QitchairiTechnologySolution
3.1Architecture

Wallet
& Client

Consensus

QitChain Network

1

Storage: Used to store the growing data in the blockchain network, including blocks, chain
information, transactionslerkle trees, account information, etdhe blockchain network allows
participants to reach a trustless consensus on the storage state.

P2Pnetwork: The function that allows the client to communicate with other network participants.
Consensus Algorithm: The consensus mechanism is a logialldws blockchaimetwork
participants to reach consensus on the state of BieckchainQitchain Networlkadopts

the CPo@onsensus mechanism.

RPGnterface: A function that allows blockchain users to interact with the network. The system
providesHTTRandWeb SockeRPGervices.

Wallet/Client: Provide users with inquiries and management of accounts and nodes.

3.2Peerto-Peer Network

Thebottom layer ofQitchain Network i®ased on @eerto-peer (P2P, peeio-peer) network
architecture. Each node is equal the other and provides network services togeth&here are no
centralized service nodes and hierarchical strucsuimethe P2Pnetwork. While providing services to the
outside world, each node also uses the services provided by other nodes in the network, which has the
characteristics of reliability, decentralization, and openn@s$g entireQitchain Networkis a collection of

a series of nodes runniryy the setP2Pprotocol.

3.2.1Node
A complete node should include the following functions:

1) Wallet

2) Mining

3) Complete blockchain data
4) Network routing



Thenodesown function selection can be divided into miner full node, synchronous full node, light node,
mining pool nodeand other types.

1) Miner nodes: at least include mining, complete blockchain data, and network routing;

2) Synchronous full nodes: including complete blockchain data and network routing;

3) Light node: based othe SPV (Simplified the VerificatioRayment, simple payment
verification)node technology, comprising a wallet with network routing;

4) Mining pool nodeThis ontains the mining pool protocol and the mining sabdes belonging to
it.

3.2.2NodeCommunication
Assuming that a brand new full node is started, the workflow is as follows:

1) Obtain "seed node": by connecting to "seed ngdether nodes in the network can be found. The
"seed node" comes from the node list maintained by the client or a specific node designated by
itself;

2) Initial communication "handshake": communicath one or more "seed nodeshrough
the PING/PON@rotocol;

3) Address broadcast: After connecting to the "seed nbgleu can broadcast your node address to
discover more neighboring nodes;

4) Synchronize data: synchronize the missing block data from neighboring nodes.

For light nodes, only the block header needs to be downloaded instead of downloading the transaction
information contained in each blockhe resultingBlockchain without transaction information is
only about1/1000 thesize of the complet®lockchain.

A wallet contains a series of key pairs, and each key pair includes a private key and a publedefine
them as follows:

k. private key
K public key
A address

k represents the user's private key, usually a numiseepresentsthe public key generatebly k through
the elliptic curve multiplication algorithmArepresentsthe address generateldy Kthrough the hash
function. The relationship between the three is as follows:

Hash

Private l E i Public l S Address
key key
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The private key can be generated in two ways:

1) Random generation: a number is randomly generated by the client;
2) Seed generation: Generate mnemonic words through seed numbers and then generate
mnemonic words.

The process of generating a public key from a private key can be expressed as:

K=kxd{

Where G represents the generating point, which is a constant point in the secp256k1 stahdard
process of generating the user address from the public key can be expressed as:

A = RIPEMD160(SHA256(K))

The public key K is generated by two hash operations of SHA256 and RIPEMD160 and will be encoded by
Base58CHeck in the final display.

The life cycle of a transaction stavtdenit is created, and then the transaction will be encrypted by one
or more signatures. These signatures mark the permission tothsetransaction. After thatthe
transaction is broadcast to the network. A node verifies it umiilst nodes in the network receive the
transaction and finally the transaction is verified by a mining node and added to a block on the
Blockchain. Once the transaction is recorded on Bheckchain and confirmed by enough subsequent
blocks, it becomes a part of tHBlockchain ands recognized as a valid transaction by all transaction
participants.

A transaction includes version, input, output, etch&¥ designing the transaction model, we adopted the
UTXO (Unspent Transaction Outputg)del, so the transaction structure is essentially a digital signature
chain from UTXO to UTXO.

BLOCK 1 BLOCK 2
__)l Previous Hash l I Previous Hash | >
| TX Root H State Root ] I TX Root || state Root |
[~] (=] C] =] [=]

uuuuuuu UTX0 SET

Blockchain is a data structure linked from back to front by blocks containing transaction information in an
orderly mannerBlocks are linked in this chaimderly from back to front, and each block points to the
previous block.

Each block is divided into a block header and costdmansactions ASHA25@&ncrypted hash
isperformed on each block header generate a hash valu&hrough this hash value, the corresponding
block in theBlockchain can be identifiedt the same time, each block can refer to the previous block
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(parent block) through the hash value of the parent block in its block header, so that the hash value
sequencs that links eah block to its parent block createtichain thatcan be traced back to the first
block (the genesis block).

3.5.1BlockSructure
A block consists of a block header containing metadata, followed by a long series of transactions that
constitute the main body of the block.

The block header consists of three sets of block metaddta.first is a set of data referencing the hash
value of the parent block. This set of metadata is used to connect the block with the previous block in the
Blockchain.The second set of metadata, namely difficulty, timestamp amcejs related to block
production competition. For details, see Secti@and7 ofthis chapter.The third set of metadata is

the Merkle tree root, a data structure used teummarize all transactions in a block effectjve

previousblockhash

difficulty

timestamp

nonce

merkle root

te 1

tx 2

tx_n

The block size of theQitchain Networks designed to b&M, which can effectively improve
the tps performancecompared to the Bitcoin network.

3.5.2Blockchain
We can represent the blocks linked into a chain as such a set:

vi = (Bi, o)
7?: Represents the block numberedt, the block with height i. Itan be expressed as:
Bi = (i,04,7;)

Among themjt represents consensus proof information and represents difficult information. For can be
expressed as:

a; = (¢;,data)
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Whereirfistands for signature information, and data stands for transaction information. Therefore, we
can abstract the entire chain as such a chain:

w 7 | proof block M. M proof block .
v 1 signature 1:%_/;; signature D
\1* transcation ™ transcation

This chain contains two parts, the consensus proof-chdin and the signature suthain, and the
signature sukchain also contains theorresponding transaction information.

3.6.1Nouns andoncepts

1 ShabalShabalsthe nameof the encryptiorihash functiorused inQitchainNetwork. Compared
with  many other similaSHA25@&lgorithms,Shabais rather heavy and slow
encryption.Therefore, making it good encryption schemfor Qitchain Networlcapacity
proof. Because we store the prealculated hash value while it is still fast enough for small real
time verification.Qitchain NetworkusingShababf 256bitversion, also known &habal256.

1 Hash /Digest:a hash or digest Shabal25@&ncrypted32Byte(256bits) long string.

1 Nonce:When generating ®lotfile, somebytesnamednonceswill be generated Each random
number contain®56kilobytes of data, which miners can use to calculate the
deadline.Eachnoncehas its numberThe number can range
from O to 18446744073709551618Vhen creating aonce, this number is also used as a
seed.Therefore, eacmoncehas its unique data sef drawing file can contain mampnces.

1 Scoop:Eachnonceis sortedinto 4096different data positionsThese places are callesdoop
numbers.Eachscoopcontains64 bytes of data, which containgo hash valuestach hash
is XORd (exclusiveOR)sing the final hasfwe get the final haslhvhengeneratingthe nonce)

91 PlotterID:When aPlotterfile iscreated,it will be bound to a specifiBHDaccount.Plotter IDwill
be used when creating randonumbers.Therefore, even if they use the samencenumber, all
miners have differenPlotter files.

3.6.2Workflow ofMiners

1) Plot(Plo?: local miners in hard disk genera®otfile contains a hash value of its public key,
integrated Shabahlgorithm to fill the hard driveThe larger thédnard disk capacitythe more hash
valuesare filled, and the higher the probability of winning the difficult competitidhe hash
algorithm adopts theShabal25@lgorithm, which is resistant tASIC.

2) Transfer(Transactiol Transfer operations between wallets.

3) PackagingForging: Miners monitorthe P2Pnetwork; every timetheyreceive a block on the next
one, packaging process begifster generating a tile, the tile is sent to the hash value of the

13



miners to find the best match for the minen®nce Rurse receives nonceafter the nonceturns

into the Deadline(time), and then waits for the end of this time, the blaskroadcasted.

4) Verify. Verifyafter receiving the block.

3.6.3Drawing
3.6.3.1GenerateéNonce

The first step ircreating anonceis to make the first seedhe seed i46Bytedong, includingPlotter
IDandnonce numberAfter completion, we use th&habal256unction to generate the first hash value.

[ Seed

8 byte plotter |D 8 byte nonce nr

. &

Shabal256()

32byte Hash #8191

As the last hash in the nonce: #8191, append hash #8191 to the starting seed for the next round of

Shabal256 calculations.

Sead

Bbyte | 8byte

Hash #8191 | plotter ID | nonce nr

L]

Shabal2560)

Hash #8190

Two hashes were created: hash #8191 and #8190. Append Hash#8190 to the last seed as a new seed.

teed

B byte B byte

Hash #8190 | Hash &&19
[ 15h #E1S1 plotter I | nonce ne

Shabal256()

Hash #8150
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Create a new hash. For all 8192 hashes, continue to append the hashes to generate a new seed. After 128

iterations, the seed length exceeds 4096 bytes. For the remaining iterations, only the last 4096 bytes are
read.

Seed for iteration 129-8192
Last generated 4096 bytes

L

Shabal256()

Mew Hash

Generate a final hash (Final Hash), use the 8192 hashes generated to create a final hash. All 8192 hash

values and the first 16 bytes are used as seeds, and the final hash is generated after the Shabal256 function
is calculated.

Seed for final hash

" Hash #0-8191+ start seed
(262160 bytes)

. i

Shabal256()

L

Final Hash

The final hash individually exclusive ORs (X®#&) other hashes.

Hash #8191 XOR Hash #8191

Hash #8190 XOR Hash #8190

Hash #8189 XOR Hash #8189
Hash #0 HOR Hash #0

Repeat to create the nonce and save it in the plot file.

15



Monce

-
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Scoop #0 Scoop #0 ) Scoop #4095
[ Hash [ Hash ] | Hash J Hash ||| - [ Hash | Hash |
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.

3.6.3.2 PoCdfmat

In the process of POC construction, data shuffling is required at the end of the process. The process of

data shuffling is as follows:

1)

part is the nonce in the range of 204895;

2)
3)

Divide the nonce into two halvethe first part is the nonce in the range o047, and the second

The range of 2047 is called low scoop, and the range of 204895 is calleé high scoop;
Take the second hash from the low scoop and exchange it with the second hash in the mirror

scoop in the high scoop range. The mirror scoop is calculated like this:

MirrorScoop = 4095-C'urrentScoop

Mance POC]
-
So0ap 0
[ Hash T Hash
L]
",

Monce POC

Scoop #0
|[ Hash | Hash 1

(=]

o

" Hash

i #1 L

#8101 | ||

Scoop #1 ;
Hash l |

#2 1 #3

Seoop #1
Hash | Hash
#2 1 #8189

Scoop #4004

Hash

Sooop #4004
" Hash

T Hash |
#E188 | w8189 )

[ Hash |
#elee | w3 |

" Scoop #4095
" Hash l
\_#E100

Hash |

#6191 |

Scoop #4005

——
Hazh [ Hash

_#E190 L #1 )

A

3.6.3.3 Plot Bucture

When mining, read the nonce from one or more plot files. The miner software opens a plot file and looks
for the scoop location to retrieve the scoop data.

If the plot file is not optimizedthe scoop will be located in multiple locations. The following example

miner reads #403 scoop.

Unoptimized Plot File

-~
Monce #0

=

Looop
#4003
—

= -] I

| Sooon

.

P T 7
A0S
— )

w

Scoop

S
=0l

s
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Miners spend a lot of time searching for locations on storage to read scoop, which is very ineffient.
improve efficiency, the plot data format can be optimized. To this end, we adopted the following
optimization plan:

Reorder the data in the plot file and put the data of the same scoop# together. Divide the plot file into
4096 parts, and divide all the nonce data according to the number of scoops. When a miner wants to read
Scoop 4096, it only seeks once and readshelldata sequentially, which is more efficient and conforms

to the linear read characteristics of mechanical hard drives.

Linocptimized Plat File

MMonce 40 MMomce &0

| CphtirmiZesd Flat Fele

Scoop 403 S o AR

3.7.1Nouns andoncepts

T

Shabal/Sha2568habal/Sha258a  cryptographic  hash  function used Qitchain
Network.Shabals a rather heavy and slow cryptographic hash function relatesh@aay other
functions suclasSHA256Therefore, it can becomihe encryption algorithnof the Qitchain
Network. This is because we store the grelculated hash value, and it is still fast enough for
smaller reattime verification.

Deadline: When starting to mine and proceBdotfiles,a deadline vale will eventually be
generated.These valuesepresent the number of seconds that must elapse since the last block
was forged before theextblock is allowed to forgdf no one else forgs a block during this time,
another usercan forge a block and get a block reward.

Block reward: If a miner is lucky enough to mine a block, he wiQg€has a rewardThis is called

a block rewardAfter every568288blocks arggeneratedthe block reward is reduced B0 %.

Base TargeBase Targescalculatedbased on the lates288blocks. This value adjusts the
difficulty of the minerThe lower the benchmark target, the harder it is for miners to find
adeadline with asmallvalue.lts adjustment purpose is to try to make the average block interval
time of 3 minutes.

Network Difficulty:NetDiff, for short,is a positive value, which can be regardedasvaluation

of the storage space dfie Qitchain Network.The unit iBByte. This value varies from block to
block and is based dBase Target.

Block height: Each block hasddferent digital number, and each newly generated block will
add+1 tothe number of the previoublock.This number is called the block height and is used to
identify a unique block.
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Generate signature: The generated signaturecaigulatedbased on theévierkleroot of
the previous bloclkand the block height. The miner uses this value to generate a new block. The
length of the generated signature 32 bytes.

3.7.2Introduction toCPoC

The consensus algorithm of the Qitchain Network has been upgraded on the basis of the traditional PoC
(Proof of Capacity) and is called CPoC (Conditi®medf of Capacity), which is the conditional proof of
capacity.

The secalled conditionalization means that minaraist pledgea certain amount oQTCfor the declared
capacityto obtain full block rewards. Th€Po@onsensus will allow miners, mining pools, foundations
and other participants to have a positive business game so thatenltiee system will always hawbe
more dominant temporay commercial vested interest$his vested interest will continue to change with
time and price mining difficultgnd other variable condition® promote theentire ecology invisipl

The CPo€onsensus mechanism has the following characteristics:

1)

2)

3)

4)

Economic model attack preventioWhenminers under the?OWconsensus mechanism are
forced to sell currency due to costs, it will cause the entire ecology to si@P&S mining
economic model makes miners a community of ecological interests and usesasstis as new
production materials insteadf the original power consumption resourcésat make the ecology
expand continuously.

Low maintenance cost: Theockchainsystembased orPOWconsensus needs to consume a lot

of hardware resources and power resges to maintain its security®, miners cannot establish
mutualinterests and mutual recognition, and the consumed resources cannot be deposited in its
value system. The value of this partb&ing withdrawnfrom the POWsystemall the

time. Without valuedriven, it is difficult to update key technologies, thus failiogbtain long

term effective development and iteration, antis easy to cause bifurcation in the follayp.
Hardware monopoly: TheoWconsensus mechanism will inevitably lead to an arms race in
hardware.To obtain higher computing power, miners will inevitably develop higieformance
dedicated hardware, and ordinary people cannot participatéhinmining. TheCPo@onsensus
mechanism is mainly based on hard disks. The hard disk system has slow iteration speed, low
threshold, andregularshipments. Thee is no need to worry abdawbuying hard disks. Everyone
can participate irthe mining.In the traditional conmercial supply chain, suppliers generally do
not become direct competitors of users, but in tROWsystem, hardware manufacturers
themselves are direct competitors of miners, and at the same time, suppliers of miners can
directly use miners as arbitrage tools.

Power resource monopoly: The power monopoigkes it difficult to expand

the POWendogenous ecology. Miners are more concerned about cost than their enthusiasm for
ecological construction. For thePoGystem, hard disk power consumption is low, anihers'
incomewill beclearer Thellinear hedging ratef computer hardwarguarantees that miners can
obtain value with relative safety and capital preservation.
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3.7.3 CPo®™odel

3.7.3.1 Po®/odel

For storage resourceshere is a relationshigpetween file owners and file requesters in the field of
distributed storageThe core concept behindoCis that in terms of storage resourcéthe prover is
inefficient, the verifier i®fficient' so that the verifier can spend very little storage resources, and in less
computing time, the verifier has a certain amount of storage resources.

The most critical issui@ the PoCconsensus ikow the provernBob)provesto the verifier(Alice)that he
has a file- ofa certain file size thadlways exists iBobs disk.

One of the simplest and most intuitive ways is thditesendsito Bobin advanceand thenBobreturns
the same fileFwhen it needs proofAfter receiving thdile, Aliceverifies whether it iconsistent with the
file previously sent t@ob.

Alice Alice sends Bob a large file, F. Bob
(Verifier) ey (Prover)

One week elapses

Bob returns the file F.

-

But doing so obviously violates the characteristics of "verify efficient storage resdurces

In the scope of PoC, the purpose of file F is only to prove that the prover does use a certain amount of
storage space toojshat is, we can make any form of requirements on the content of file F. In the designed
PoC systenthe content is a DAG (Directed AcgdBraph)structure, with V representing all nodes in the
graph, definingV (V), and requiring it to meet a characteristic:

W (V) = Hash(V,W (V"))

Where Vis the direct predecessor node of V in the graph.

W(C)
WW(A)

(oY

' >

&

W(A)=Hash(A)
W(B)=Hash(B, W(A))
W(C)=Hash(C, W(B))
W(D)=Hash(D, W(B))

W(E)=Hash(E, W(B), W(C))
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The prover needs to store the W value of each node for the verifisetect and check during the
verification phase randomlyl he interaction process between the prover and the verifier is as follows:

1) Initial stage:

1 The verifier and the prover negotiate a complex directed acyclic graph G, and the prover calculates
allW (V) and stores the calculation results. The required calculation time is proportional to the
storage space and the number of nodes in the graph;

9 The prover composes all the valugfsW(V) into a Merkle tree, and at the same time sends the
@ tdzS 2F GKS NR20G y2RS v 2F (GKS GNBS (2 (GKS

2) Verification phase:

1 The verifier randomly selects node V and requires the prover to give the value of its W(V) and
reveal its path in the Merkle tree;
1 The prover extracts the specific W(V) in its storage and reveals its path in the Merkle tree;
1 The verifier verifies the legitimacy of &¥ (V) and at the same time verifies whether it exists in
GKS aSN}ftS GNBS NR2GSR 4 vo
In the initial stage, an honest prover needs to be required to store the hash value of each node calculated
according to the graph structure. Since in practical applications, the number of nodes and connection
relationships of the graph are much more cplinated than the above graphh& most likely way for the

prover to cheat is to store the results of the Hash operation on the disk without using a large amount of
storage. In the verification phase, computing resources are reused for hashing.

Such cheating with "time for space" is not feasible becausethe limited verification time, it is

uneconomical and unrealistic to invest huge computing resources to recalculate the hash value of each
node.

Two specific types of DAGs, Random Bipartite Graphs and Superconcentrator Graphs are selected. The
mathematical characteristics of these two types of graphs ensure the high complexity of the connection
relationship between nodes.

By establishing the Pebble Game model, Stefan Dziembowski's paper can prove that if a dishonest prover
does not store the same number of hash valasshe graph node, it is impossible to correctly pass the
verification of the verifier within a constafinite time.
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In the second step of the initial phase and the second and third steps of the verification phase, the nature
of the Merkle tree can be used to simplify the verification complexity of the verifier to achieve the purpose
of "verification efficient” for the erifier.
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The prover uses the W value of each node as the leaf node of the Merkle tree, calculates the root of the
Merkle tree as one of the parameters, and sends it to the verifier in the initial phase. In the verification
phase, the verifier only needs teerify the value of a certain nodehether the value of W exists in the
Merkle tree sent in the initial stage of the first step.

3.7.3.2 Conditional ModebBed on PoS

Based orthe PoC consensus, we designed a conditional proof based on the pledge model. This conditional
model is jointly formed by two partieshe miner who produces the block and the top 10 users of the
pledge amount.

We use it to represent the block reward finally obtained by both the miner and the top 10 users of the
stake afer digging a block, whiatepresents the final reward jointly obtained by the top 10 users of the
stake.W [reQresents a RAll block reward§roduced after the block frmed. It represent the amount of
pledge required by the miner who produces the block to meet the requiremehthe conditional model
wherestaking represents the actual pledge amount of the miner.

(0.8 x p,0.2 x p) if staking > x

01,02) = . .
(61, 62) (0.05 x p,0.95 x p) if staking < x

Please refer to Chapter 5 of this book for the specific amount of pkdggiired. It should be noted that

the actual size of P will vary slightly depending on the speed at which new blocks are generated in the
network.

3.7.4 Difficulty Competition and Blockii@&ration

The miner obtains mining information from the wall&cludingthe newly generated signature, base
target, and the height of the next block. Before thallet sends this information it generatessignature

by creating the last generated signature and plot id, and run this method through Shabal256 to obtain a
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new hash. The miner will use the new-Bge generation signature andt®/te block height and put them
together as the seed of Shabal256 to calculate the hash.

Seed
[ s2ovecensia | CRYSRC
[ Shabal256(0) ]

. s

[ 32byte Gen Hash \'

The miner performs smadicale mathematical calculations on the hash, modulo 4096 through the hash,
and finds the scoop number.

[ Gen Hash mod 4096 } { Scoop number j

Then read the plot file, obtain and process scoop from all the nonces to calculate the target hash, define
the target as the target hash, then the target can be expressed as:

target = Shabal256( Hash(Scoop), generation signature)

The target is divided by the base target, the first 8 bytes obtained are the value of deadiihienthe
deadline can be expressed as:

deadline = target /base target

Plot file
Scoop #403 N Seed
Nonce #32 > '
Nonce #34 . ‘ 64 byte ScoopData [ 64 byte GenSig J
Nonce#35

Target/Base J
Shabal256() -[ Target ] Tarqet

h 4

[ Deadline ]
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After the wallet receives the information submitted by the miner, it creates a corresponding nonod to fi
and verify the deadline. After thathe wallet will check the time remaining (unit: secnuhtil the time
corresponding to the deadline runs out. If a valid block from another wallet is received on the ketwor
before the deadline arriveshe wallet will discard the submitted mining information. If the miner submits
new information, the wallet will create a nonce and check whether the deadline valogver than the
previous deadline. If the new deadlindésser the wallet will use that deadline.

When the deadline is valid, the wallet starts to construct a new block. First, the wallet gets all unconfirmed
transactions received from users or the network. The wallet will try to include as many transactions as
possible until it reaches the upper linait 2M sizeor all transactions are processed. The wallet checks the
legality of all transactions received, such as whether it has a valid signature, correct timestamp, legal input
and output, etc. The wallet will also count the amount and cost of all ddidasactions.

3.8.1 Block Legalityh@&ck

As a kind of distributed system, Blockchalso has the problem that there is no unique global clock in
distributed systems. In the Qitchain network, different miners broadcast blocks with different deadlines
to different nodes, and the current clocks of different nodes cannot be completely temsi$herefore,
nodes need a set of mechanisms to deal with the legality check of synchronized blocks.

The Bitcoin system uses a timestamp in each block to form a logical."dibakyone agrees that this
"clock” is not their clock. In practice, it has achieved a very stable and safe effect. Therefore, Qitchain
Networkhasalso inherited this solution.

In the Qitchain network, whether a block is successfully uploaded to the ohaintis directly related to
its calculated deadline, and the process of verifying the legitimacy of the block can be expressed as:

legal if deadline < Ayimestamp
illegal if deadline > Ayimestamp

Atimestamp = block;. timestamp — block;_,. timestamp

The system directly compares the deadline of the current block with the time stamp difference between
the current block and theredecessor block, and only the deadline is less than the time stamp difference
in a legal block.

3.8.2 Deadline LegalityeXification

Two nonce files can be generated with complete certainty through the two parameters of nonce id and
account id during the miner drawing proce3serefore, miners do not need to send a 256KB Nonce file
to the node.When participating in the block generation, they only need to send the block content and
these two parameters to the wallet noddhe wallet can calculate the entire Nonce value, and at the
same time after each node on the network receives each block, it calculates whether its deadline is legal
by calculating thigonce.
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Since the miner drawing process does not need to communicate agchat with other network nodes;
fewer interactions, simpler protocols, and higher reliability are required in adsecgke distributed system
such as the blockchain system.

In the POWconsensus blockchain system, the logic for handling forks is very simple, émelrahest
nodes should think that the longest chain in the curreatwork is the main chain.he mining process of
Qitchain does not require intensive CPU operationsRi@\consensus. Miners can often complete disk
traversal within 30 seconds, and the calculated deadline is the real control of the block time, so the
judgment of the main chain cannot be based solely on the longest chain.

In Burst, the indicator that reflects the amount of hard disk space occupied is how many effective
deadlines are accumulated. Among all competitors whose block is higher by one, miners who produce
blocks with smaller deadlines use more storage space piitistidally and thus obtain the right to produce
blocks. Based on this point, the conceptamulative difficultyis introduced in the Qitchain network. The
calculation method oEumulative difficultycan be expressed as:

264

CumulativeDi f ficulty = Z ——— (i =0,1... CurrentHeight)
5 BaseTarget;

The cumulativalifficulty intuitively reflects thexumberof storage resources used on the current chain so
that honest nodes can choose the chain with the largestulativedifficulty.

4. Participants

Participants in the Qitchain network can be divided into six ral@ising pools, miners, coin holders,
wallets, exchanges, and hardware service providers.
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